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CRIT LUALLEN

AupbiTtor ofF PusLic AccounTs
October 4, 2010

The Honorable Yim Newberry, Mayor
Lexington-Fayette Urban County Government
200 East Main Street

Lexington, Kentucky 40507

RE: Examination of Allegations of Potential Fraud and Other Related Issues Regarding Procurement
Practices of Lexington-Fayette Urban County Government (LFUCG)

The enclosed report, Examination of Allegations of Potential Fraud and Other Related Issues
Regarding Procurement Practices of Lexington-Fayette Urban County Government, contains our
observations, analysis, findings, and recommendations related to the fraud allegations made public in May
2010. The report offers specific recommendations to improve and strengthen: the communication of
allegations of fraud to the Internal Audit Board, LFUCG, and the Council; the processes to maintain
confidential complaints; the oversight, bylaws, and structure of the Internal Audit Board; and the consistency
and transparency of procurement policies.

This examination included procedures to determine whether: evidence of fraud or improper activities
existed related to the procurement of LFUCG insurance; the review by the external and internal auditors of

The Auditor of Public Accounts requests a response from LFUCG on the implementation of audit
recommendations within 60 days of the issuance of the final report. If you wish to discuss this report further,
please contact Brian Lykins, Executive Director of the Office of Technology and Special Audits, or me.

We greatly appreciate the courtesies and cooperation extended to our staff during the audit.

Respecpfully submitted,
Crit Luallen

Auditor of Public Accounts

209 ST. CLAIR STREET TELEPHONE 502 .564.5841
FRANKFORT, KY 406011-181t7 FAacsimiLE 802.584.2912

WWW.AUDITOR.KY.GOV
An Eouar QprrPoRtumnity EmrPLoryern M/ F 7/ D
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Chapter 3

Findings and Recommendations

Finding 1: The
Senior Advisor for
Management was
mot required to
imform an
employee that he
was the subject of
a preliminary
investigation for
possible fraud
allegations.

The Senior Advisor for Management informed the Commissioner of Law about a
preliminary review conducted by the Office of Internal Audit even though there
was no requirement to do so. The Commissioner of Law then filed an Open
Records request with the Director of Internal Audit to inspect and make copies of
any and all documents relating to this investigation. The Director of Internal Audit
was instructed by a LFUCG staff attorney that, pursuant to KRS 61.878(3), he must
provide the documentation and that no names should be redacted. Even though
state law allows this documentation to be provided once requested, there was no
requirement or procedure established that the subject of a preliminary review
conducted by the Office of Internal Audit should be notified. In addition, it is
questionable whether the identity of the LFUCG employee should have been
redacted due to the confidentiality promised to the employee by the external and
internal auditors when the FRA questionnaire was submitted to them.

During the FY 2009 financial audit, the acting Commissioner of Finance and
Administration met with the Senior Advisor for Management to inform him about a
report from the external auditors that possible fraud allegations were brought to
their attention. The Director of Internal Audit attended the meeting and informed
the Senior Advisor for Management that he was doing a preliminary review of the
issue and that he would let him know if any problems were found.

The Director of Internal Audit informed the Sentor Advisor for Management that
his investigation was over and no evidence of fraud was found. In a written
memorandum dated September 22, 2009, the Director of Internal Audit notified the
Director of Risk Management that Internal Audit’s preliminary review had found
no credible evidence that fraud had or was occurring. On September 23, 2009, the
Commissioner of Law filed a request pursuant to the Open Records Law with the
Director of Internal Audit “to inspect and to make copies of any and all documents
relating in any way to any investigation by your office or by LFUCG’s financial
auditors of LFUCG’s placement of insurance in 2008 and 2009.”

While the FRA questionnaire is not considered an open record according to state
law, KRS 61.878(3) allows a public agency employee “io inspect and to copy any
record including preliminary and other supporting documentation that relates to
him.” The statute’s only limitation is that the public agency employee “shall not
have the right to inspect or to copy any examination or any documents relating to
ongoing criminal or administrative investigations by an agenicy.” In this situation,
the Open Records request was submitted the day afier the investigation was
complete, so it was no longer an on-going investigation.
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Findings and Recommendations

The Director of Internal Audit had never been involved in this type of request, so he
consulted with a staff attorney in the Department of Law. The attorney informed
him that even though the FRA questionnaire was a preliminary document, the
Director of Internal Audit would have to provide it pursuant to KRS 61.878(3). His
support for this conclusion was that it “relates to” the Commissioner of Law, who is
a “public agency employee.” He did advise that the portions of the document that
do not relate to the Commissioner of Law should be redacted.

The Director of Internal Audit also asked the attorney if the name in the
documentation identifying the LFUCG employee making the fraud allegation could
be redacted to protect confidentiality. The attorney responded “[n]o. Though I
understand the reasoning (in this and other situations).” Therefore, the Dircctor of
Internal Audit understood that he was required by state law to provide this
information without redacting the identity of the employee. The Commissioner of
Law received a redacted FY 2009 FRA questionnaire and the September 22, 2009
memo sent to the Director of Risk Management from the Director of Internal Audit.
These documents can be seen at Exhibits 6 and 7.

As for the decision not to redact the name of the LFUCG employee who made the
fraud allegations in the FY 2009 FRA questionnaire, the decision was made on the
advice of LFUCG legal counsel based on a series of Attorney General’s Open
Records Opinions stating that a “public agency employee” requesting records
pursuant to KRS 61.878(3) relating to the employee enjoys a broader right of access
to records relating to the employee than a member of the general public (05-ORD-
118). In addition, 03-ORD-068 states that a “public agency employee” requesting
records relating to the employee is generally entitled to inspect and copy such
records in their entirety. OAG 07-ORD-199, however, states that “the identity of a
complainant can be withheld under KRS 61.878(1)(a) where the complainant’s
privacy interest outweighs the public’s interest in disclosure . . .,” and that “the
names and contact information of the complainants and witnesses may be withheld”
in circumstances “where the complainant requests anonymity or could reasonably
expect confidentiality.” Therefore, it appears to be an open legal question whether
the right of a “public agency employee™ to records related to the employee includes
the right to have disclosed to him or her the name of the individual creating a record
relating to the “public agency employee” when the individual creating the record
that makes ailegations of fraud against the “public agency employee” has been
promised confidentiality and who has a reasonable expectation of privacy that the
employee’s name will not be disclosed.

Through interviews with the Director of Internal Audit, it was asked why the
Director of Risk Management was not notified about the Open Records request,
The Director of Internal Audit’s response was that this request was “new territory”
and he was not required to notify the employee. In regards to the request from the
Director of Risk Management during Internal Audit’s preliminary review that he be
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notified before disclosure to another individual or party, the Director of Internal
Audit considered that this request was secondary to state law because the
employee’s permission was not needed or required. During the preliminary review,
the Director of Internal Audit did honor this request from the Director of Risk
Management and sent an email to the Director of Risk Management asking for
permission to share the FRA questionnaire with the Deputy Director of Internal
Audit. The Director of Risk Management gave his permission and stated that he
“would like to concur with the sharing of this information with anyone outside your
office.” The Director of Internal Audit considered this request as pertaining to the
preliminary review and not applicable when state Open Records law required its
disclosure.

While state Open Records law allowed the Commissioner of Law to inspect those
portions of the FRA questionnaire that related to him, the law does not state that
public agency employees are required to be notified of all records related to them.
According to the Senior Advisor for Management’s interview with the Special
Investigative Committee on August 20, 2010, under an LFUCG ordinance the
subject of a complaint was required to be notified within 10 days of the receipt of
the complaint. He stated that he knew this issue had been investigated twice by the
external auditors and once by the Office of Internal Audit and he did not think an
individual should be able to make illegitimate claims without being held
accountable. Afier three reviews, he felt that it appeared that the employee was
making false allegations.

While there is a LFUCG ordinance that requires the subject of a complaint to be
notified within 10 days of the receipt of the complaint, this ordinance relates to a
complaint provided to the LFUCG Ethics Commission. According to LFUCG
Code of Ordinances Section 25-23, the “ethics commission shail acknowledge
receipt of a complaint to the complainant within ten (10) working days from the
date of receipt. The commission shall forward within ten (10) working days to each
officer or employee who is the subject of the complaint a copy of the complaint and
a general statement of the applicable provisions of this chapter.”

The FRA questionnaire was not a complaint issued to the Ethics Commission. This
ordinance did not apply to information submitted to the LFUCG external auditors in
confidentiality and there were no requirements that it should have been reported to
the subject of the allegations.
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Recommendations

Finding 2: The
external auditors
released the
Director of
Internal Audit’s
conclusion memo
to a Council
member without
redacting the name
of the LFUCG

We recommend LFUCG develop procedures as to when and how information
provided in a confidential manner io the external or internal auditors should be
reported, and to which entities and persons. Confidential allegations found not to
be credible, should not be reported to the individual against whom the allegations
were made so that the issue of retaliation never arises. When responding to an
Open Records request from a “public agency employee” for records related to him
or her, further legal analysis should be conducted before deciding whether the
names and identifying information of the persons making documented allegations
of fraud who are promised confidentiality and who may have a reasonable
expectation of privacy should be redacted from the documentation provided.

To address communications of fraud allegations from external auditors, the LFUCG
audit contact person should inform the external auditors that any fraud allegations
go directly to the Director of Internal Audit without any additional information
being provided to the contact. Documentation should be maintained of the issues
received by Internal Audit. Under this method, information will be reported to the
Internal Audit Board that is made up of individuals from LFUCG senior
management and Council members. See Finding 4. This will allow members from
management and its legislative oversight entity to be involved in the investigation
and conclusion. Voting and ex-officio members of the Internal Audit Board should
sign confidentiality statements before serving in this capacity. Information reported
to the Internal Audit Board should not be reported to other members of
management or Council even if it relates to that individual.

Due to an information request from a LFUCG Council member, the external
auditors provided the September 22, 2009, preliminary review conclusion memo
that was written by the Director of Internal Audit to the Director of Risk
Management. The release of this memo publicly identified that an employee
brought issues of fraud to the external auditors and provided the name and position
of the employee. By providing this memo to be inspected by a Council member,
this issue was then discussed in open Council meetings because it was no longer
considered confidential. The release of this memo also led to critical comments
regarding the Office of Internal Audit during a public meeting.

At a Budget and Finance Committee meeting on April 27, 2010, the LFUCG
external auditors presented the FY 2009 financial audit. A Council member asked
about the process involved if an employce brings issues to their attention during the
audit. Specifically, the Council member wanted to know how many of these
requests have there been over the past three years and where the externial auditors
sent them after their review was complete. The Council member expressed concern
that employee issues would only be reported to LFUCG management, not the
Council. The external auditors responded that they thought this kind of information
could be provided to the Council member, if requested.
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On April 28, 2010, the aide to the Council member sent an email request to the
external auditors for information as to the number of complaints/reports of possible
fraud, the external auditor’s recommendations for each complaint/report, the person
in LFUCG that had reviewed the complaint/report, and any additional background
information that would explain the complaints/report. The external auditors
responded with a letter on May 11, 2010, stating that, for the past three financial
audits, inquiries with LFUCG management and employees about their knowiedge
of fraud had been made and “only two instances of possible fraud were
communicated to us via these inquiries. A LFUCG employee in the Division of
Risk Management communicated the same instance of possible fraud to us in 2008
and 2009.” The letter explained that for FY 2008, the matter was reported to the
Commissioner of Finance and Administration and the FY 2009 instance was
reported to the acting Commissioner of Finance and Administration and the
Director of Internal Audit. Attached to this letter was a copy of the September 22,
2009 memo prepared by the LFUCG Director of Internal Audit that describes the
Director’s conclusion from his preliminary review.

The release of this memo not only identified the LFUCG employee, but also
resulted in critical comments regarding the Office of Internal Audit. At a May 25,
2010 Council Committee of the Whole, the Council member in receipt of the
September 22, 2009 memo announced that issues of fraud had been brought up by
the Director of Risk Management. The Council member went on to say that the
Internal Auditor knew there was fraud and did not interview the employee or
investigate further. The memo clearly states, “In conducting our preliminary
review... there is no credible evidence that a fraudulent act has occurred, is
occurring, and/or will occur.”

The cover letter has also caused confusion by stating that “only two instances of
possible fraud were communicated to us via these inquiries.” Based on information
provided by the external auditors at the request of the APA, there were other
employees that responded to the FRA questionnaire with concerns. However, the
two responses from the Director of Risk Management were the only instances that
resulted in additional testing. The external auditor received 18 FRA questionnaire
responses during the FY 2008 financial audit and 16 were returned during the FY
2009 audit. These responses contained issues that had to be evaluated to determine
the proper audit testing requirements.

No explanation has been provided as to why this memo was provided or why the
employee’s name and position weré not redacted. It was sent without the
knowledge or consent of the LFUCG Director of Internal Audit. This memo was
only provided to the external auditors as documentation to be included in their
working papers. On May 21, 2010, the Director of Internal Audit communicated to
the external auditors that providing this memo was “a significant breach of
professional courtesy.” He stated that, “[e|ven assuming this document would have
been subject to open records laws (and this has not been officially established as
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Findings and Recommendations

Recommendations

Finding 3: The
Internal Audit
Board was advised
that closed
meetings could not
be conducted to
discuss
confidential issues.

such by the LFUCG Dept. of Law),” the “name should have been redacted to
protect his confidentiality, consistent with” the external auditors’ “own
representation of confidentiality made to him regarding his answers” to the FRA
questionnaires.

LFUCG should develop procedures to inform the Council of confidential issues
brought to the attention of the external auditors through closed meetings as
appropriate so that private or critical information that could result in an employee
disciplinary action is not discussed publicly. A procedure should be established for
possible fraud allegations to be communicated to the Office of Internal Audit for
disclosure to the Internal Audit Board.

Based on legal advice from a staff attorney in the LFUCG Department of Law, the
LFUCG Internal Audit Board was advised that it cannot go into a closed meeting,
which has led to the lack of discussion by the full Board of confidential allegations
made by an employee in a FRA questionnaire. To address confidentiality issues,
the October 7, 2003 Internal Audit Board meeting minutes document that it was
decided the Director of Internal Audit would consult only the Board Chair to “keep
it confidential from the individuals involved in the audits.” According to
interviews with former Board members, this practice was developed because the
Board did not feel at liberty to discuss, in an open meeting, allegations that could
“defame” an LFUCG employee. Because the preliminary review of the FRA
questionnaire was found not to substantiate the allegations of fraud, the issue was
Internal Audit’s inability to provide full disclosure and discuss confidential issues
with the Board should be addressed so that the Board can be aware of issues
affecting LFUCG.

The issuc of confidential allegations is not addressed within the Office of Internal
Audit Policies and Procedures Manual. The only documentation for the handling of
confidential issues is the Board meeting minutes. During the Board meeting on
October 7, 2003, a Board member representing the Council stated there was a need
for a temporary process for bringing issues involving the administration, Mayor, or
Council to the Internal Audit Board. He said that the process was needed to address
those kinds of issues without information getting back to those areas of government
before a review can be done. He suggested that “these items could be referred to
the Chair for delegation, since the Chair is an outside individual” and “this would
keep it confidential from the individuals involved in the audits.” While this
practice may have been understood and accepted by the Internal Audit Board
members serving at that time, it was not documented in policy for future Board
members’ knowledge or discussion.

Page 59



Chapter 3

Findings and Recommendations

The decision to not go to the full Board was also influenced by advice from a staff
attorney within LFUCG’s Department of Law. On September 3, 2009, the Director
of Internal Audit sent an email to the staff attorney seeking his agreement that the
Board could go into a closed meeting when discussing a possible fraud allegation.
Specifically, the Director of Internal Audit stated the following:

It seems very clear to me that if the Internal Audit Board must
discuss preliminary information regarding a fraud allegation in
which specific individuals have been named, or in which it can be
easily determined who the potential perpetrator is, this should be a
closed session under this exception. Obviously, if the fraud
allegation proves true, disciplinary action would ensue as a direct
result of the Board’s discussion about the fraud and the investigation
the Board instructed Internal Audit to conduct.

The staff attorney replied that the exception related to discussing the discipline of
employees, KRS 61.810(1)(f), did not apply because the Board has no employees.
He stated that it is the findings and reports of Internal Audit that lead to the
discipline of an employee, not the Board’s discussions. He also advised that when
discussing these matters, the Board should avoid using names of employees. The
staff attorney ended his response by stating that he would not seek an opinion from
the Attorney General unless directed to do so by the Commissioner of Law.

In March 10, 2009, a new Board member representing the Council asked how
special requests were handled. The Director of Internal Audit explained the
existing process and how it places significant responsibility on the Director and the
Board Chair to decide whether to honor a special request for an audit and when to
conduct it. It was noted in the minutes that the special request approval process
needs to be formalized in writing, and the responsibility to decide whether to honor
or deny requests should shift from the Chair to the full Board. The Director of
Interrtal Audit then provided the following proposal to the Board to document the
special request process:

In the event the Director of Internal Audit receives a special request
from members of the Administration, Council, or LFUCG
employee(s) for an audit not included in the Annual Audit Plan
approved by the Internal Audit Board, the Director of Internal Audit
shall inform the Board Chair of the special request. Upon approval
by the Board Chair, the Director of Internal Audit shall conduct a
preliminary assessment of available information and evidence to
determine if an audit is warranted. The Director of Internal Audit
shall present this information and evidence, along with his opinion
as to the merits of the request, to the Board for consideration and a
vote whether to honor the request and where to insert it in the Audit
Plan. The Director of Internal Audit shall then inform the requestor
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in writing of the Board’s decision. If the request is denied, the
requestor will be informed that they may directly appeal the decision
to the Board.

A motion was made to approve the proposed special request process, and it was
approved 4-0. Therefore, the Office of Internal Audit Policies and Procedures
Manual does include the procedures to be followed when the Director of Internal
Audit receives a special request.

The Director of Internal Audit stated that he did not go to the full Internal Audit
Board with the issues raised by the external auditors concerning the allegations
made in the FRA questionnaire because he did not consider this a special request.
The external auditors told the Internal Auditor that they did not find any evidence
of fraud but wanted to report it to satisfy the requirements of financial auditing
standards on identifying the risks of fraud.

The Director of Internal Audit contacted the Board Chair, and together, they
attended a meeting with the external auditors. The broad issues raised in the
questionnaire were discussed and it was decided that a preliminary assessment
would be conducted before the issue was brought before the full Board in an open
meeting. The Board Chair did not want to share information that might be
perceived as detrimental to an individual’s reputation, in order to protect LFUCG
from a potential lawsuit.

From our research and discussions with the Office of the Attorney General, OAG
01-OMD-18 appears to support the argument that the Internal Audit Board could
claim an exception under the provisions of KRS 61.810(1)(f). This exception reads
as follows:

Discussions or hearings which might lead to the appointment,
discipline, or dismissal of an individual employee, member, or
student without restricting that employee's, member's, or student's
right to a public hearing if requested. This exception shall not be
interpreted to permit discussion of general personnel matters in
secret;
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Recommendations

OAG 01-OMD-18 supports the proposition that a public agency board, like the
Internal Audit Board of LFUCG, may discuss, in closed session, issues related to
allegations of fraud perpetrated by an LFUCG employee because substantiated
allegations could lead to the discipline of the perpetrator/employee. While the
Internal Audit Board is not responsible for taking disciplinary action against
employees, its duty is to supervise and implement the internal audit function, which
has the responsibility of assessing and making recommendations for improving
LFUCG governance. In order to carry out this responsibility, the Office of Intemnal
Audit must communicate risk and control information to the Internal Audit Board,
senior management, and the Council. While the Office of Internal Audit is not
responsible for determining what constitutes appropriate disciplinary action,
discussing its andit work and findings with the Internal Audit Board could lead to
the discipline of an LFUCG employee by responsible management or the Division
of Human Resources.

OAG 01-OMD-18 also provides an example that a city council can go into a closed
meeting to discuss specific matters of personnel involving any municipal employee,
not just city council members. This opinion points out that the exception provided
by KRS 61.810(1)Xf) was meant to protect the privacy of all municipal employees
and not just the direct members of the city council. Based on this logic, the Intérnal
Audit Board members should be able to go into closed meetings to protect the
privacy of any LFUCG empioyee involved in fraud allegations.

The Office of Internal Audit is authorized by its charter to obtain full and
unrestricted access to LFUCG systems, records, personnel, and physical properties
necessary to fulfill its purposes. The charter requires that personnel will respect
confidentiality, value, and ownership of information they receive and will not
disclose information without appropriate authority unless there is a legal or
professional obligation to do so. This seems to require the Office of Internal Audit
to report to the Internal Audit Board any confidential information related to
LFUCG employees in a closed session of the Board.

Based on the reasoning in OAG 01-OMD-18 and in consultation with the Office of
the Attorney General, we recommend the full Internal Audit Board be informed in a
closed session of allegations that come to the attention of Internal Audit, provided
that the discussions might lead to disciplinary measures being taken against an
LFUCG employee. In addition, we recommend the Board obtain independent legal
counsel when dealing with matters that may create a conflict of interest for
employees within the Department of Law. In conjunction with the
recommendations for Finding 4, we recommend that 4 confidentiality statement be
signed by all members to ensure confidentiality when needed to allow for full
disclosure to the Board members.
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Findings and Recommendations

Finding 4: The
Office of Internal
Aaudit is
organizationally
independent
within LFUCG but
the Internal Audit
Board has not
established
operating
procedures.

The placement of the Office of Internal Audit meets the Institute of Internal
Auditor’s standard for organizational independence. However, its governing body,
the Internal Audit Board, has not established bylaws under which to operate that are
subject to Council approval. Even if changes are made to the membership of the
Internal Audit Board, the organizational placement should not change.

According to the Institute of Internal Auditors’ Organization Independence
Standard, the chief audit executive must report to a level within the organization
that allows the internal audit activity to fulfill its responsibilities. The internal audit
activity must be free from interference in determining the scope of internal
auditing, performing work, and communicating results.

At LFUCG, the Director of Internal Audit reports to the Internal Audit Board that
was established by the Council to supervise, evaluate, monitor, and implement the
internal audit function of LFUCG. The seven-member Board includes five voting
and two non-voting members. The voting members are to include:

e Two members from the community at large with accounting/auditing
certifications. One is recommended by the Council, appointed by the
LFUCG Mayor, and approved by the Council. The other is appointed by
the LFUCG Mayor, and approved by the Council.

Two LFUCG Council members.
The LFUCG Mayor or his designee.

The other two non-voting members are the Council Administrator and the Chief
Administrator Officer. This makeup of members allows the Office of Internal
Audit to have a connection with the executive and legislative branches of LFUCG,
as well as community members.

The Director of Internal Audit currently reports for administrative purposes to the
Senior Advisor for Management. This arrangement ensures that the internal audit
function is not isolated from the Administration and its department heads. The
Senior Advisor for Management is responsible for signing the Director’s timesheets
and leave requests, but the Director manages the Office of Internal Audit’s budget
that is approved by the Internal Audit Board for presentation to the Council.

The LFUCG Council approved Ordinance No. 6§3-2002 creating the Internal Audit
Board in March 2002. According to the ordinance, “the board shall determine its
own bylaws, rules and order of business and shall provide for keeping a record of
its proceedings. Such bylaws shall be subject to approval by the urban county
council.” However, the Internal Audit Board has not created any bylaws or rules
under which to operate.
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Chapter 3

Findings and Recommendations

Recommendations

In order for the Internal Audit Board to go forward with several of the
recommendations in this report, bylaws and rules are needed to address the issues
for the Board to be fully effective in its responsibility to “supervise, coordinate,
evaluate, monitor, and implement the internal audit function.” Developing such
bylaws and rules that are then presented to the Council for approval as required by
the Board Charter should improve the understanding and confidence in the
processes followed by the Board and Internal Audit in performing their function.

We recommend that LFUCG consider amending Ordinance No. 63-2002 to expand
the number of Internal Audit Board members by increasing the number of members
from the community at large, with the goal that a majority be constituted by the
community at large members. This will also assist in achieving a quorum at Board
meetings and will allow for more independence. If the ordinance is amended as
recommended, the majority of the members will be from the community at large,
yet there will still be direct input from Council and administration members. One
approach could be for the number of additional Board members to be equally
initiated by the Mayor and the Council. Qualified potential candidates should be
selected from accounting, auditing, or legal professional associations to serve as the
additional Board members. The amended ordinance could address the process to
follow if the Mayor does not appoint a Council recommendation to the Internal
Audit Board. This process could allow for the Council to approve the appointment
by a two-thirds majority vote. We recommend the amended ordinance limit the
number of consecutive terms that voting Board members and the Board Chair can
serve, as well as, criteria under which a Board member can be removed. In
addition, we recommend the amended ordinance specify that the Board select the
Chair from the community at large members.

The LFUCG Internal Audit Board should adopt bylaws and rules that reflect
Ordinance No. 63-2002 or any amendments. Bylaws should also address
confidentiality issues, conflicts of interest, criteria for entering into a closed session,
and any action necessary to consistently “supervise, coordinate, evaluate, monitor,
and implement the internal audit function.” To ensure the Council’s knowledge
and acceptance and to comply with Ordinance No. 63-2002, the bylaws and rules
should be presented for Council approval. The bylaws should also require the
Internal Auditor to periodically report audit findings and other issues to the
Council’s Budget and Finance Committee, or other committee as desired by the full
Council.
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Findings and Recommendations

Finding 5:
LFUCG has no
established method
for employees and
citizens to
anonymously
report issues of
concern.

LFUCG has a very detailed Ethics Act that addresses complaints and retaliation,
but it does not provide a process for employees or citizens to report anonymous
complaints without fear of retaliation. KRS 61.102 provides for public agency
employees to bring forward reports or complaints without fear of retaliation or
reprisal. During the FY 2009 financial audit, the external auditors noted the lack of
a process for filing anonymous complaints and suggested that a process be
established. Louisville Metro Government has developed the Louisville Metro
Ethics Tipline to allow employees and citizens a method to confidentially report
concerns. LFUCG has not acted to develop this or another process for an employee
or other person to report complaints or concerns in a confidential manner that
addresses the issue of retaliation.

LFUCG’s only policy for reporting complaints is located in their Code of
Ordinance under Chapter 25, which is cited as the LFUCG Ethics Act. The stated
purpose of the Ethics Act is as follows:

It is the purpose of this chapter to provide a method of assuring
that standards of ethical conduct and financial disclosure
requirements for officers and employees shall be clearly
established, uniform in their application, and enforceable, and to
provide the officers and employees with advice and information
concerning potential conflicts of interest which might arise in the
conduct of their duties.

The Ethics Act contains requirements that include conflicts of interest, receipts of
gifts, use of public property, post-employment restrictions, and nepotism. Section
25-23 provides the method for filing complaints related to provisions of the Ethics
Act. The following are the paraphrased process steps documented in this section.

1. All complaints must be in writing and signed by the complainant under
penalty of perjury. The ethics commission must acknowledge receipt of a
complaint to the complainant within 10 working days from the date of
receipt. The commission must forward within 10 working days to each
officer or employee who is the subject of the complaint a copy of the
complaint.

2. Within 30 days of the receipt of a proper complaint, the ethics commission
must conduct a preliminary inquiry concerning the allegations in the
complaint. The subject of the complaint will be given the opportunity to
respond and be represented by counsel.

3. All proceedings and records related to the preliminary inquiry must be
confidential until a final determination is made.

4. If the preliminary review determines that the complaint is outside its
jurisdiction, frivolous, or without factual basis, the inquiry is terminated.
This conclusion is documented in writing and sent to the complainant and
all officers and employees against whom the complaint was filed.

5. If the preliminary review determines that the complaint is within the
commission’s jurisdiction and appears to be based on factual information, a
hearing will be initiated.
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Section 25-29 of the Ethics Act provides protection to the complainant. It states
that no officer or employee will subject the complainant to reprisal or use any
official authority to discourage, restrain, or discriminate against an officer or
employee who brings a complaint in good faith. This section also protects any
officer or employee that supports, aids, or substantiates a complaint. It does not
prohibit disciplinary or punitive action if an officer or employee discloses
information that he knows to be false, exempted from required disclosure, or
confidential under law.

While the Ethics Act provides a very detailed transparent process to address ethical
violations of this Act, it does not address anonymous reports or a method for
private citizens to report financial or other potential issues or concerns. Section 25-
29 provides protection to complainants that file a report with the Ethics
Commission but it does not address confidential issues reported to the Office of
Internal Audit.

As discussed in Finding 1, the Senior Advisor for Management informed the
Commissioner of Law that the Commissioner was the subject of an allegation. This
was only required if a complainant filed a report with the Ethics Commission.

At the conclusion of the FY 2009 financial audit, the external auditors issued a
Management Letter that summarizes comments and suggestions regarding internal
controls and operating efficiency. One of their comments in this document was that
LFUCG’s current policies do not provide for the filing of anonymous complaints.
The external auditors recommended that LFUCG establish a policy and process that
allow concerns to be brought to their attention, including anonymous concerns.
The policy should include reporting procedures and management’s responsibility to
address the issues reported.

There are various methods to implement ari anonymous reporting mechanism. One
method for accomplishing anonymous reporting of concerns or other issues used by
Louisville Metro Government is the Louisville Metro Ethics Tipline, which
provides Metro Government employees and citizens a resource to confidentially
report concerns of alleged unethical or illegal actions. It is intended to be a
mechanism to anonymously report concerns without fear of retaliation. Louisville
Metro contracted with an independent provider for the tipline services. The
contract is administered by their Office of Internal Audit. The Ethics Tipline
reports are sent to designated Louisville Metro departmentis based on the type of
incident reported while the Office of Internal Audit receives copies of all reports.
When the investigation is closed, the report is subject to public disclosure under
Kentucky Open Regords laws. If the complainant reveals their identity, it may be
disclosed publicly, but anonymous reports will not be identified. Other methods
that could be used include advertising on the LFUCG and Internal Audit web pages
an address or email account where concerns can be sent, and an internal tipline
number operated by internal auditors.

Page 66

16



Chapter 3

Findings and Recommendations

Recommendations

Finding 6: The
Office of Internal
Audit did not
establish policies
or procedures
regarding
employee
complaints or
concerns unless
provided in the
form of a “special
request.”

LFUCG should implement a process to receive, distribute, investigate, and resolve
anonymous concerns from its employees and citizens. The reporting method used
to accomplish this reporting could be a third party vendor, tipline, email, or a
mailing address. This function should be assigned to a specific entity within
LFUCG to administer and distribute concerns for investigations. The Internal
Audit Board should be informed of complaints received, how they were reviewed,
recommendation as to whether a full investigation should be initiated, and the final
resolution of each complaint. Documentation should be maintained representative
of each complaint received, the date it was shared with the Board, and the
resolution of the complaint. This method would ensure that the Internal Audit
Board would be knowledgeabie of the complaints and would expedite a vote on
which issues to investigate further.

As discussed in Finding 3, the Office of Internal Audit Policies and Procedures
Manual did include procedures for actions to be taken by the Director of Internal
Audit when receiving a special audit request. However, audit requests come in
many forms and it was not clear in the procedures what exactly constitutes a special
request for audit. In addition, this procedure did not address who should receive
confidential reports from the external auditors and the process that should be
followed to address requests or information from external auditors. Also, it appears
that the Administration, Council, or LFUCG employees may not be aware of the
process outlined in the Internal Audit Policies and Procedures Manual to request
special internal audit services.

The following is the portion of the Office of Internal Audit Policies and Procedures
Manual that discusses special requests.

In the event the Director of Internal Audit receives a special
request from members of the Administration, Council, or
LFUCG employee(s} for an audit not included in the Annual
Audit Plan approved by the Internal Audit Board, the Director of
Internal Audit shall inform the Board Chair of the special
request. Upon approval by the Board Chair, the Director of
Internal Audit shall conduct a preliminary assessment of
available information and evidence to determine if an audit is
warranted. The Director of Internal Audit shall present this
information and evidence, along with his opinion as to the merits
of the request, to the Board for consideration and a vote whether
to honor the request and where to insert it in the Audit Plan. The
Director of Internal Audit shall then inform the requestor in
writing of the Board’s decision. If the request is denied, the
requestor will be informed that they may directly appeal the
decision to the Board.
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Recommendations

Special requests by individuals or groups outside of the LFUCG
will be forwarded to the Citizens’ Advocate as approved by the
Internal Audit Board. If the Citizens’ Advocate then requests
assistance from the Office of Internal Audit, that request will be
addressed in the same manner as an Administration or Council
request described above.

This policy was strengthened on March 10, 2009, to involve the full Internal Audit
Board in the process. However, the Policies and Procedures Manual does not
define the term “special request™ nor does it discuss confidentiality issues or the
method in which these requests can be provided to the Office of Internal Audit.

In the case of confidential reports from external auditors about possible fraud
allegations, it is not clear if these should be handled in the same manner as a special
request. If so, then the full Internal Audit Board should have been presented with
the allegation and evidence in order to vote on whether to investigate further.

It is also not evident that the option of a special request has been clearly or
routinely communicated to the Administration, Council, or LFUCG employees. In
the Internal Audit Board meeting minutes from March 10, 2009, the Director of
Internal Audit asks the Board members that are also Council members to emphasize
the special request process, but it is not known if this occurred.

As discussed in Chapter 2, the Director of Internal Audit thought the Director of
Risk Management was satisfied with the investigation because he did not make a
special request for an audit. However, there is no evidence that this option was
provided to the employee.

The Office of Internal Audit should develop policies, rules, or procedures to
address concerns, issues, or potential fraud allegations reported by external
auditors, anonymous complaints, and others. To ensure all parties have a clear
understanding, policies should clearly define what constitutes a special request for
audit services and provide procedures detailing how those requests will be
communicated and reviewed. A process should be developed to ensure appropriate
communication to the Internal Audit Board and to protect a complainant’s
confidentiality, uniess otherwise required by law to disclose this information. Any
potential limitations of confidentiality should be explained to the complainant. For
anonymous concerns, a method to receive and track complainants in order to obtain
additional information should be included in the procedures.

All the policies, rules, or procedures should be submitted to the Council for review
and approval as required by the Charter of the Office of Internal Audit. Approved
procedures for submitting complaints or concerns to the Office of Internal Audit
should be communicated to the Administration, Council, and LFUCG employees.
These procedures should include the specific method(s) to make a complaint, i.e.
email, phone, meeting, or other.
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Lexington Fayette Urban County Government
QOFFICE OF THE MAYOR
Jirn Newbsesry
Mayor

Qclober 1, 2010

Tha Honorabie Crit Luallen
Auditor of Public Accounts
203 St Clakr Street

Frankfont, KY 40601-1817

RE: Examination of Allagations of Polential Fraud and Other Related Issues Regarding
Procurement Practices of Loxington-Fayette Urban County Govermmentl

Dear Ms. Lilalien

Thenk youl for sharing a draft of the report on the examination referenced above. Although we had greal
confidence in the conclusions reached by both our internal and external sluditors relativa to tha fraud aliegatons, |
requested your examination In light of the serious allegations made on May 25, 2010 by a momber of the Urban
County Council against the Director of internal Audit. We appreciate the afforts which your staff has taken to
evaluate our internal and external auditors’ findings that thara was no avidencn of fraud, and we arg pleased that
your staff reached the same conclusion as our auditors.

in addition, we are grateful for your recommendations about sleps fo Improve and strengthen various aspecls of our
procuramenl process, The procunement policles al issue were initially rdopled in 1983, 1991 and 1996, and as a
resuil, i Is helpfid to have your assessment of those policies 86 that we coan make changes to improve both the
effectiveness and the efficlency of our purchasing operplions.

We also appreciate your recommendations relating to the Intermal Audit Board. As your report comectly noles, the
Board was crealed in 2002 with a goal of making the intarna! audit function Independent of both the mayor and the
council. Consequantly, most of your recommendafions relating to the Board are moro appropriately evaluated by
the Board, but we stand ready {0 assisl the Board as it moves lo address Iha report’s recommaendations,

We appreciate the opportunity to respond 1o your findings and recommendations, and 1o that ond, we offer tho
fcllowdng responses on each chapter, cbservation, question, finding and recommendation.

Chapter 1 - Introduction and Background

We believe thal Chapter 1 accurately describas Laxinglon-Fayetta Urban County Government and accurately
pertrays the circumstances surrounding both the Divisibn of Risk Management and the Self Insurance Fund.

Chamer 2 —~ Obsery, d Quastions

As we undersiand, on June 10, 2010, the APA slaff requested that the Director of Risk Management docurment and
subrmit to the APA siaff the specific aclions he believed constiluted fravdulent activity. We commend

200 Fiast Main Street . Lexington, KY 40507 . {859) 425-2255 . wawnw Jexingonky gov
HORSE CAPITAL OF THE \WORLID
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Ms. Cnt Luailen
Page Two
Oclober 1, 2010

your staff for making this reques! at the earliest stages of your sxaminalion becausa gave the Director the
unfetierad cpporturilly 1o specify whatever fraudutent aclivity he belleved occurred. To Iha axtent tho extemal audit
process inhibited his abiity to aliega fraudulent activity, your June 10 reques! eiminzted thoss Inhibiions. As g
resull, varlous issues arose beyond the Issues set forth In the 2008 and 2009 Fraud Risk Assessment
Questionnairas (FRAQs). We offer the following responses to each of the "Observations” submitted by ihe

Direclor.

Cbservation 1 - We agree with your conclusions that: (2) the selection of an excess Insurance carrier for
caverage for the period from October 1, 2007 through October 1, 2008 reflacled no indication of fraudulent activity,
(b) Ihe September 11, 2007 presaniation i the Council doas not indicate any intent 1o circumvent the selection
procoss, {¢) the September 11, 2007 presentation to the Councit by the Commissioner of |.aw provided a choics
between two vendors rather than a single vendor as had historically been provided, and (d) tho January 23, 2008
email from the Director of Risk Managsmenl reflected that he understood at that #mes that toss control hours were

not being used o benefit KLC employees,

Observation 2 — We agres with your conclusion that there was no Indication of misrepresentstion or conceaiment
of malerial facts n this situation.

Observation 3 - We agres with your conclusions that; (a) there was no evidence that the Commissionier of Law
was informed of the alleged confict of Interest botween KLC and the TPA vendor, and (b} there was no evidence to
sugges! 8 misrepresentation or conceaiment of materal facts by the Commissioner of Law or any other LFUCG

personned

Observation 4 ~ We agree wilh your conclusion that there was no evidence to indicate that any material facis were
misreprasented or concealed In relation 1o this observation.

Observatlon 5 - We agree with your conclusion that there was no indication that there was intent to conces!
material lacls from compliance offictals or employees.

Observation 6 - We agree with your concluston that thare was 1o evidence to support that a maternial
rmisrepresentation of fact occurmed through the issuance of the June 19, 2009 memorandum to the Mayor and

Coungil.

Obsarvation 7 - We agree with youwr conciusion that there was o evidencs lo suggest inlent 1o conceat the safely
grant from the Division of Community Development.

Observation 8 — We agres with your conclusion that the documentation does not support the observation by the
Director of Risk Managemaent that a competitor was given insido information periaining to the-incumbent's quoto.

Observation 9 - We agree wilh your condusion thal these was no indication of fraud ar wiong dolng, but rather 5
management decigion made as a part of ihe budgel procass.

Observation 10 — We agrea with your conclusions that there was no evidence of: (&) any Inent by KLC or anyone
else to conceal avallable pricing atematives and (b) fraud or wrangdoing refative to the use of loss conirol hours.

Obsarvation 11 — We agree with your coriclusions that: (a) there was no evidence to suygest concealmant ot
critical data that may reveal rends In excess expenditures for daims, {b) the decision not to Include the financlal
information In the claims and risk managoment information system was not a matter of intertionally preventing

200 Hast Main Street . Lesingion, KY 40507 " {B59) 425-2255 :
wanwexingronky.pov
HORSLE CAPITAL OF THIL WORLID

Page 125



21

Ms. Crit Luallen
Page Three
Qctober 1, 2010

any ona persan from viewing the information or inhibiting Risk Management from providing accurate information
through its reporting, and {¢) LFUCG was still recelving regular financlal reports from KLC during this fime,

Question 1 - Wa agree with your canclusion that it is not possible for the APA to datarmine if the decision to
purchase insurende through KLC was a better decigion than 1o conlinue insurance with the pravious insurance

vandors.

Question 2 - Becouse of a lack of “cireumstances that would lead a reasonable, professionally trained, and
prudent individual to beliave a frau as occurred, Is occurting or will occur,” we agres with your conclusion that the
approach taken by the Director and Depuly Director of inlernal Audil was sufficient to lead them (o a reasonable
conclusion to nol proceed Into a full fraud examination In accordance with standards adopted by the Association ol

Ceortified Fraud Examiners.
Cuestion 3 - Wa take no excaplion to your assessment of who had custody of the FRAQs.

Question 4 - We take no excepfion to your assessment of how the idenlity of the emgpioyee making the allegatons
of potential fraud were made known to LFUCG managament, intemal audit and Councll. However, we found it
enlightening that on May 6, 2010, approximataly one month prior to the creation of the Special invesligative
Committee, a Council member who served on the Special investigative Committee met with your staff and provided
a copy of lhe 2008 and 2008 FRAQs, We also found it troubling Bnd incredible that when your staff asked that
Councll member after June 3, 2010 o idantify the source of the document, the Councll member could no fonger
locate the coples, did not know the source of the documents, did not realize thal these documents were the
docurnents thal were being requested by the Speciat investigative Commitiee and must nol have realized the
significance of tha documents.

Chapter 3 — Fin R endations

For ease of reference, we have numbared each of your recommendations with a two digh number. The fiest digt
carresponds with tha number of the finding with which the recommendation is assoclated. The second digh
corresponds to the paragraph of the recommendations section In which the recommandation is found.

Finding 1 - We agree with your finding. We also nots thers is no prohibitian against informing an empioyee that
he was the subject of a prefiminary investigation for possibie fraud alfegations.

Recommendation 1.1 - We agree with your recommeandation.
Recommendation 1.2 — We agree with your recommendation.

Finding 2 — We agree with your finding.

Racommendation 2.1 — While we support the goal of Informing the Council with confidential issues brought ko tho
atlention of the external audilors, we believe this recommendation may ba in conflict with provisions of the Open

Meelings Actinsofar as it proposes closed Council meetings. We look forward to furthor discussions with your staft
to clarlfy our undersianding of this aspect of your recommendation. Otherwise, we agres with your

racommendation.

Finding 3 - We agree with your finding.

200 Baxe Mun Street : Lexington, KY 40507 g (R59) 4252255 .
wwwlegingtonky.pov
HORSE CAPITAL OF THE WORLD
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Page Four
October 1, 2010

Recommendation 3.1 — We agree with your recommendalion. However, we believe these aspects of the Open
Meelings Act merits legisfative clarificalion, and we will pursue such a change at the next legislalive sesslon.
Finding 4 — We agrea with your finding.

Recommendation 4.1 - We agree with your recommendation,

Recommendation 4.2 - We agree with your recommendation, but we defer to the Boaard's action on the adoption
of bylaws and rules.

Finding 5 — We agree with your finding.

Recommendation 5.1 — We agree with your recommendation.

Findlng & — We agree with your finding.

Recommendation 6.1 — We agree with your recommendation; but we defer {0 the Board's aclion on this matter.,
Recommendation 6.2 — We agree with your recommendation, but we defer to the Board’s action on this matter.
Finding 7 — We generally agree with your findings [hat there is a lack of clear hierarchy and occasional conflict.
We also agree that there Is no evidence the 1996 CAO policy was approved by the Council. While we agree that
no evidence of Council approval of the 1983 Procurement Regulations and the 1991 Central Purchasing Policies
and Procedures Manual has been found thus far, we remain uncertain whether those two docurments were
approved by the Council. We will continue (o evaluate Coundil records to assess whether those documents were
approved by Council. However, we do note that under current processes, the Council approves all contracts,

including contracts for purchases of godds and services, other than personal service contracts for amounts less
than $50.000.

Recommendation 7.1 - We agree with your recommendation.
Recommendation 7.2 - We agree with your recommendation,
Recommendation 7.3 — We agree with your recommendation.
Finding 7 — We agree with your finding.
Recommendation 7.1 = We agree with your recommendation.
Finding 8 — We agree with your finding.
Recommendation 8.1 -- We agree with your recommendation.
Finding 9 = We agree with your finding.

Recommendation 9.1 —~ We agree with your recommendation.

200 East Maint Street = Lexington, KY 40507 . {857 425-2255 ¥
winw. lexingtonky.gov
HORSE CAPITAL OF THE WORID
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Ms. Crit Lualten
Page Five
October 1, 2010

We appreciate the opporiunity to provide this response o your examination. Your tepor has done much to cladfy
the facls giving rise 1o unfounded allegations of fraud, fo enhance the highly desirable independence of the intemnal
Audit Baard and 1o improve our procurement processes. We look forward (0 continue (o working with your staff as
we move toward the implementation of the recommendations.

Sincerely yours,

200 Fast Main Street & Lexinpron, KY 40507 3 (B59) 425 2255 )
s leongtonky.gov
HORSE CAPITAL OF THE WORLD
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Lexington Fayene Urban County Government
OFFICE OF INTERNAL AUDIT

Seprember 30, 2010

Huoun. Crit Luallen

Auwditor of Public Accounts

209 Sr. Clair Street

Frankfort, Kentucky 40601-1817

RE: LFUCG Potentgal Fraud and Procurement Practices Fxamination Report
Dear Ms, Luoatlen:

Please accept this letter as the response of the Lexington-Fayette Urhan Coumy
Government (LEFUCG) Internal Audit Board and Office of Internal Audit relative o your
draft examination dated September 27, 2010 of Allcgations of Potential Iraud and Other
Related Issues Regarding Procurement Practces of Lexington-Fayette Urban  County
Government.

On behalf of the Internal Audit Board and the Office of Internal Audig, | wish to express
our appreciaton for the efforts of your stff concerning rheir comprehensive examination of
matters related to these issues, The audit report provides an exeellent summation of the
issues and offers sound recommendations pertaining 1o related findings.

We are pleased that the results of your cxamination have concluded, as did the Office of
Internal Audit and the Special Investigative Committee, that no evidence of fraud exists. We
are also pleased that the results of your examination bave concluded diar the preliminary
review process used by the Office of Internal Audit to cxamine the fraud allegations was
suflicient 10 Jead the Ditector and Deputy Director of the Office of Inrernal Audit to a
reasonable conclusion to not praceed into a full fraud examination.

We concur with the findings and recommendatons as they pertain 1o the Intermal Audit
Board and the Office of Intermat Audit. The Office of the Mayor has provided a separate
response fo findings and recommendarions that are separate from the Intermal Audit Board
and rhe Office of Internal Audit.

200 East Main Surect ’ Lexingion, KY 40507 g (B5Y) 425.2255 ’ www Jexingronky gy v
HORSLE CAPITAL OF THE WORLD
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The Internal Audit Board and the Office of Internal Audit will clearly value and take into
advisement the recommendations rclated to their duties and Runctions as set forth in the
audit report.  Given the exbaustive nature of the audit report, the Internal Audit Board
reserves the option 1o review and provide more specific responses o the lindings should it
later be deemed appropriate or necessary,

In conclusion, it is our expeciation that the consideration and implementation  of
recommended action plans contained in your audit report will further enhance the quality of
internal audit services the Internal Audit Board and the Office of Internal Audit provides {0
the Lexington-Tayette Urban County Government and the citizens of Lexington and Fayeite
County

Sincercly,
‘“—“-'—%‘L‘-" \J (/é(._l.aip__

Jennifer F, Burke
Acting Chair-LIFUCCG Tnternal Audit Board

200 Easr Main Street ¢ Lexington, KY 40507  + (859 425.2255 + W lexingionky.pov
HORSE CAPITAL OF THE WORLD
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A Call to Action for State Government:

Guiddnce for Opening the Doors to State Data

Transparency initiatives and websites are proliferating across goverhment
and industry globally, One aspect of the transparency trend is broadet access
to government data. The federal government is actively deve[opmg its datz
porta I—nmdm.gmz—wnh robust objectives rega rding the number of
available datasets. The full universe of cutcomes Is riot fully understood, but
it is certainly anticipated that the availability of government datasets will lead
to more citizen engagement, the potential to SPAWN NEW eCONOmMIc
opportunities, efficiencies in the creation and use of data, and greater

accountability on the part of government.

These sré unprécedented times regarding openness in government.
President Obarna has a made a commitment to open goverriment that is
unparalleled. One demonstration of this commitment Is the launching of the
Open Government Initiative. This initiative is founded on three principles:!

= Transparency ~ to enable greater accountability, efficiency, and economic
opportunity by making goverriment data and operations more ope.

*  Participation - to create early and effective opportunities to drive greater
and more diverse expertise into government decision making.

* Callaboration - to generate néw ideas for solving probiems by fostering
cooperation across government depattments, across levels of

government, and with the public.

My Adthinistration is commmed fo creatmg‘ an unpréd@dehted level
of openness in Goﬁnernment We will work together to ensure the
pubhc trust and establish a system of transpafenfy,pubhc '

: pamapat:dn and collaborat:on Opén riéSS wu! strengmen Qur

Government.”2 Pres:dem Bar'ﬂ"fk Obama

A0 Senior Enterprise Architact

eswedenid AN B soaim

{30 represents state chief

Iniotmiation officers and information
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State governments have been leaders in the
establishment of state tfansparency and accountability
portals and are now considering including high
priority datasets in the mix? The next phase in this
cpen government transformation is the
democratization of data as evidenced by the federal
govemment’s creation of ivww.data gov. With vast
data resources, States are in 2 similar position to create
a new kind of relationship with their citizens. NASCIO
encourages states to follow suit in the steps of the
District of Columbia, the State of Utah, the State of
California and several iocal governments.? The
difference now is the availability and provision of raw,
machine-readable data, struictured 10 aliow
manipulation and analysis electronically. This allows
the combining of multiple public datsets using
mashups to create new information, data and
services’ Data within the context of these discussions
is unabiridged data; data that has ot been aggregated,
symraarized of interpreted,

Demodcratization of data doesn't stop at the states.
Local governmenits are also pursuing spen
government initiatives snd creatifig data.gov sites. The
District of Columbia is the forerunner; however, San
Frantisco and New York City arc two other models ¢
With the latmching of DataSF.org, San Francisco Mayor

Newsom is hopeful thet the avallability of this data will

lead to new ecGricmic opportunities.

Collaborate for Success

Successful planning and execution 6f such an inttiative
will require the collaboration of multiple state
agencies and programs that s2fve as custodians or
stewards of state data. These include state CIOs, chief
enterprise architects, archivists, records managers, data
architects, agency data stewards, librarians, portal
developers, and the program management office,
These roles bring with them an enterprise view refative
to state data and that is the perspective that muét be
maintained in launching a data.govinitiative.

“Whatever else, the raw data should be miade

availabie ds soon as possible. Preferably, it should

be put up as Linked Data.* 5ir Tim Berners-Lee’
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The Vaue of Government Data

The fulllist of benefits and risks associated with
making state gavernment data avaitable in easy to find
angd usable formats will become more evident in the
futuire as govermment and the public gain experience
with this résource. State government nas always baen
4 souirce or supplier of public data, however It has
oftén been difficult to discover and not available ina
raw format to be consumed and reused.
"‘Dermocatization of data®is often used ta describe the
process of making government data more available.
This is now being accomplished through federal, state
and local“cata.gov” portals. The anticipated putcomes
include:&5.10

= Grester govermnment accountability, credibility and
integrity — because the public has easier access 1o
govemment reports and the underlying data.

Government should anticipate additional checks
and balances beihg derfianded by citizens as they
scrutinize past and current legislation, and the
“raal” benefactors of that legislation,}:

*  More productive governmant staff—because of
theé potential for citizens to find the data they need
without the assistance of government agency siaff,

»  Moré productive and effective government stafi—
because data Is more accessible and available to
govemnment decision makers, analysts and
researchers. The increased availabifity of data can
lead to maré analytical decision making versus
strictly intuitive decision making. This can lead to
more effective decision making with a proper
balance of analytics and intuition.

» A mcre informed public—because the public has
edsier access 16 raw data. Evaluation of this data
will lead to conciusions regarding all aspects of
society and the physical enviroriment. Citizens will
biecams more fact based and Yevidence® ariented,

With the availability of dats, policy makers,
decision makers, and citizens may become more
oriented and accustomed to data analysis. This
means mare emphasis on facts and less emphasis
on intuition. This more inform&d public may
become fess accustomed 19 accepting the
inferences of others. Theré may be more demand
for citations of data sources. Theré imay be more
“chegking up” on statémerts, generalities and tiite
comments made by public officials and others.

* More participation in goveérnifent by citizens—

because a data.gov portal increases the ability of
thie public to easily find, download, and use

datasefs that are generated and held by state
government.

= Stimulation of inrovation and naw business
ventures through secondary use and repurposing
of data by private firms. Access to government
datasets can lead io new servicesthat harvest
added value from this data.

= More and better ideas getierated for improving
government effectiveness—because the citizens
can access government easily, they can evaluate
circumstarices and potentially generate ideas for
salving problems and exploiting epportunities,

®  More confidence in government—because citizens
can see the value that gavernment delivers.

»  Higher detection of fraud and abuse—because
there are more people looking for signs of it.

s Potentially new correlations and understanding
that can lead {0 the identification of opportunities
for government; business, academia and non-
profits. This can be accomplished through
mashups. '

= Surfacing of previously unidentified, but emerging
which can lead to a better prepared government
and society.

* |dentification of new opportunities for exploitation
of data for good and for bad, Access 1o
government datasets can lead to new value added
servicés that harvest value from this data. The
grirminal element will also be looking at this data—
to find ways to exploit and do harm.

= Vzlidation or obsolescence of previous
assumptions regarding cause ond effect, And this
can happen in any numiber of areas of interest.

s Amoreinformed media and advocacy groups. The
media may harvest this available data for
substantiating issues, proposing soluticns,
chailenging policy, or promotirig a platform,

Once the data gates are open, it fay never bé possible
to close thern again. It should bé antidipated that
society will not only expect adcess to data and
information, but will demand it from now an.
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“From the performance of a focal school to the
most recent statistics on crime we need to make
sure that people have the facts they need to
make informed choices and hold public services
to account.” Tessa Jowwell MP, Minister for the
Cabinet Office, United Kingdom™

Tools of the Trade

With the advent of data accessibility, it is quite
conceivable that there will bie a growing demand for
capabilities for harvesting, analyzing, visualizing and
presenting govemment data and infermation, and
althoritative data services. These tools include the
understanding and apphication of descriptive and
inferential statistics, business mtei!:gence, business
analytics, geaspatial visualization, and other visual
analytics.’?

Visual Analytics is the science of analytical
reasoning facilitated by interactive visual
interfaces.*

For sorne time much of government data has been
available, but one naeeded to know where to ook for it.
With the launching of data.gov, the federal
governmient is paving the path so that it is easierig
access federal government data. There is only one
place one needs to look—data.gov. Further, given the
robust objectives of the data.gov initiative, more and
more data wlll be accessible through this doors The
state of Utah has “surfaced” multiple datasets that were
already available for public consumption but are now
easy to find. Utah has 3186 enhanced the state’s
data.gov site with tools for analyzing and presenting
data<—and not only data pertaining to the state of
Utah. The state data portal alss presents publicly
available data from other states such a3
unemployment data. In this way, data can be
compared and evaluated.

Making government data more available is simply
good business. it will build a stronger refationship
between government and its constituents.

There is a growing capacity and sophistication on

the part of citizens and organizations 10 develop web
applications including mashups. This saphistication
will increasingly put pressure on government
accountability and reporting. Demands ¢n
gtvemmant for custom reports—such as mashups of
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bills and campaign donations = is quickly becoming
impossible te meet, However, by providing the raw
data to constituerits, particulariy through linked data,
government can share this burden. The raw data can
be made available, and additional value-add
compilations can be achieved through mass
collaboration approaches,’$ Government can't
support ali those specialized functions and needs, but
it can facilitate their development by providing the
content that makes them possible.

“It is simply unacceptable at this point in history
that a citizen can use Web services to track the-

© movies hé Is renting, the weather around ks

house, and the bocks he's recently purchased but

‘cannot as easily monitor data regarding the

quality of his drinking wate, legisiation, or
regulations that will directly impact his work or
personal life, what contracts are currently
available to bid on for his state, or what crimes
have recently occurred on his street

Jim Willis, Directar of eGavernment, the State of
Rhode istand, from “Wikinomics: How Mdss
Colfaboration Changes Everything™?

Principles for Open Government

I 2007, a working group was convened to establish
“Principles for Open Government.” The conveners
indluded O'Reilly Media, Public Resource.Org with the
support of the Sunlight Fouridation, Googie, and
Yahoo8

This working group developed 8 Open Gavernment
Data Pririciples which can form the basis for state
government data.gov initiatives. These principles afe
presénted here as candidate foundational principles
that should be considered for adoption and
enhancement by state governmerit,

1. Complete
All public date are matle available, Public data are
dita that are not subject to valid privacy, security
or privilege limittations.

2. Primary
Data are collected at the source, with the finest
possible level of granularity, not in aggregate or
modified forms,

3. Timely

Data are made available as quickly as necessary to
preserve the value of the data,



4. Accessibie
Data are available to the widest range of users for
the widest range of purposes,

w

Michine processable
Dats are reasonably structured to allow automated
processing.

6. Norn-discriminatory
Data are available to anyone, with no reguirement
of registration,

7. Non-proprietary
Data ere available in a format over which ao entity
has exclusive controf,

8. License-free
‘Data are not subject to any copyright, patent,
trademiark or trade secret regulation. Rezsonable
privacy, security and privilege réstrictions may be
allowerd.

Additional Examples of Principles to be
Considered for Democratization of Deta

The following are additional candidate principles that
state government should evaluate and enhiance as an
early step in its development of a data.gov portal,
These principles are grouped Into majcr catégories,

REGULATION

= Siste data s a state asset and as such must be
made readily available within the restrictions of
applicable federal and state regulation and
statutory requirernents.®

CIVIC ENGAGEMENT

= State datasets must be treated as state
govemmient assets and managed apptoptiately to
pretéct riational security. As state governmient
moves beyond currently available dataseéts, more
scrutiny should be applied to evaluate the
appropristeness of publicizing state government
datasets.

= Secondary use of state government data shouid
not include controls over its use 20

= Government data will nos be used for harm ta the
state government, the public or any other entity.

= State government data availzbiiity will encourage
and enhance public partitipation in the processes
of government.

= State government data should be made available
real time - of as close to realtime as possible.21.22

QUALITY AND SECURITY

*  State government data must be protected from
unattharized modiication.

= State government data must be up to date,
accurate, credible, reliable, appropriate, secure and
camplete. That is, the guality of data presented on
a state data.gov portal will be assured.

= Privacy of individuats must be respected and
maintained.

= Data cannot be attested to upon secondary usage.
Thiat is, once data is downlpaded, it is no longer the
responsibility of state government 1o attest to its
quality.

TECHNOLOGY

# Data should be made available digitally in
structured open formats that are re-useable.
Proprietary formats should be avoided. 22

»  State government dats made avallable througha
state government data.gov portal will have
previously been classified as publicly available
data,

= Technology barriers should not exist for access to
govériment data, There should be a3 little
technical réstrictions as possible,

#  State govemnment data should bamade publicty
available without impacting the systems of records
that prodice and maintain that data.

¥ State government data will be managed using a
common standlardized metadata model in order to
assure an established miriiroum information about
datasets, Exarriples of metadata include:

*  Ownership

*  Effective date

s Pericd of tﬁVe‘rage
*  Geographic Scope

= Spurce

s Description

s File Format

a  Preferred Citation4
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once you understand e.g:the connection -
between an.open society and lack of corruptian.
O ECD statistics show that countries with a
pronounced legislation on gpenness have the
|owest degree of corruption:

The Open Sweden Campaign?

Metadate Model

Dratzsets that are made available should inchude
additionat information about the dataset in order to
present the context for the data, This pedigree
information includes information such as:

»  theidentity of the content owner and steward

s assurance that the data does not have security or

privacy concerns

date released

format

assurance that the dataset is in comipliarice with

applicable privacy, confidentiality, and other

rejevant statuiory requirements

= asiurance that the data is In compliance with the
information quality guidelines of the content
owner / steward

A comprehensive, common standard meta model will
provide the following benefits as state government
rmovés forward with a state data.goy initiative.

Contextual basis for interpreting datasets
Ability to attest to the quality of the data

E ]

»  Ability to trace the data back to its source

»  Ability to compare data from multiple sources
= Ability to evaluate datasets for secondary use
= Consistency in quality across the states

NASCIC recommends states adopt the metadats
model presented in Appendix iIl. This model was
adapted from the federal data.gov metamodel and
enhanced with additional reference to thie Dublin Core
initiative.26

What Data o Share

The democratization of data Is indeed an evolutionary
process, It should be understood as an iterative
process. Early iterations of state governiment data.gov
initiatives should preseni data that is already crested
for public consumption, and can be anticipated as
interesting and useful to the public, government,
nonprofits and industry. States should not put up any
data for which there are statutory privacy or security
CONCems.
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Candidate datasets can be identified through multiple
means such as:

*  Collaboration with stale agencies
o What datais uniquely collected by that state
agency
o What data availability would enhance the
mission of the agency
G ldentify what data is in high demand
*  Search analysis on the STATE NAME.gov domain
o This may be done using 2 web crawler to find
publicly available datasets. HTML s¢raping
extracts HTML code and transforms ftinto 2
more automated format that is reusable such
as XML or RDF27
* Cemmon sense based on known interest and
usability factors
s Implement a“suggestion box”as 3 means for
identifying candidate data

Data.qov sites will grow in volume and sophistication
over time. A first launch should not be expected to be
perfect. Sirnply mazke the data available and expect
future iterations to continually Improve. A metamodel
is important for providing important context,
traceability, ownership, and quality. [t hasto be
determined what minimum of information should be
vonsidered mandatory. It is recommended that states
estahlish a very short list of required metadata.
Pursuing a“less is mere” approach will help to ensure
the metamodel dogsn't become a barrier to continual
growth of government datz transparency. In some
ihstances very Httle information is really necessary to
provice the best benefit o data consumers. Use of 2
common metamodel across the states provides a great
utility for finding comparative data,

“The interfiet. hasnow surpassed all other media
except television as an dutlet for national and
international news...For the first time in a Pew
survey, more people say they rely mostly on the
internet for nelvs than cite newspapérs.”

Pew Research Center, December 20082

Linked Data

Government datasets can be made accessible through
a variéty of meéans including the development of a
separate public data warehouse as was dorie in the
District of Columbia. Another approach is to enahle
access to state government datasets through finked
dota techniques 2 Using this approach, & 5tate
data.gov site would pointto existing, publicly available
datasets.



Sir Tim Berners-Lee presents the foliowing advantages
of Linked Data Technigues:

Openness:

Linked Data ks accessible through an uniimited vaniety
of applications because it is expressed in open, non-
proprietary formats,

Modularity:

Linked Data man be combined {mashed-up} with any
other piece of Linked Data. For example, government
data on health care expenditures for a given
geographicalares ten be combined with other data
aboutthe characteristics of the population of that
regyionin ordér to assess effectiveness of the
government programs. No advance planning is
required to iregrate these daia sources as long as
they both use Linked Data standards.

Scalabilty:

it's easy 1o add more Linked Data to what's atready
there, even when the terms and definitions that are
used chanige over time.

Guidonce and Recommendafions

1. State €104 shiould be the champion and evangelist
for prorneting the concept of & state data.gov
portat. State Cl0s should partner with agency
executives, records managers, librarians, archivists,
data architects and others to create appropriate
ieadership, visioning, and governsnce.
Transparency must be understood as a state
enterprise intiative that is enabled by state
agencies in partnership with the state CiO, and the
Governor,

2. State governmentis encouraged to develop and
release data ini a structured, flexible and searchable
marniner—as quickly as feasible,

3. Start simple by providing data that is aiready
public. Quickly adopt governance afd
architectire priniciples and standards in arderto
properly plan, implémerit and sustain the initiative.

4, Create ani inventory of cuiréntly avaiiable datasets
in partnership with state agencies, archivists,
librarizns, and records managers. ldentify high
priotity datasets.

5. .Establish basic data tategories then continue to
identify data sources that fit these categories.
Expand the list of categories over tima,

10

1

12
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*  Financial
*  Employment
= Environmental

®  Health

*  Energy

*  Economics
*  Education

r  Population

Establish ongoing service level agreement with
autharitative data owners and custodians to
provide consistent and ongoing data to the portal,

Leverage linked data approaches to present state
datasets, This simplifies the process and avoids
redundant datz storage.

Leverage work that has beén done relative to

creating and managing other data portals, such as

a state geodata portal,

Develap a common metadata nmiodel that will

assure CONSIStENnCy crtss the states for state

government datasets,

#  Established metadata wiill help to ensure the
quality of the data

a  Employed as part of the dataset submission
process

»  Drives papulation of data catalogs

s Drives search engines and othar means for
discovery

*  Establishes minimum requirements for the
“fitness for use” of datasets

*  Adopt the metadata model presented in
Appéndix ill of this report. Determine what
elements of this data model are sppropriate
for the various dataset types. There may be 2
lighter version for certairi dataséts.

¥ Associated metadata should be made
available for consumers of datasets,

Collaborate with other states on what works and
what doesn't.

. Plan for ongoing marketing and awareness

building related to democratization of data.

Plan and design feedback processes, performance
mietrics, and measurements of demand. Engage
citizens actively to learn whati data and
functionality they desire in a data.gov portal,
Create the necessary functionality to caprure and
publicize success stories from dtizens, non-profits,
and busingsses that demonstrats the value of this
new available governmeant data. Captuire, publish



14,

15.

16.

18

16.

and promote new business ventures that were
initiated and the successes they've been able to
achieve; citizens and nen-profit use of government
data to impact govemnment performandce and
delivery of services.

. Plan and design notification processes that use

RSS feeds and other approaches to notify end
‘users that new data is available. Provide subscribe
and notify features,

Establish policy and technical governance. A
policy and strategy governance organization
should be initiated and sustained which includes
representation from state agencies as owners and
stewards of data. A technical governance
organization will establish technical standards for
vetting and managing dataséts, dynamic links, and
the design and maintenance of the portal.

Establish a mechanism for creating and sustaining
subfect area / practice area communities of interest,

Maintain compliance with existing state
government standards.

= Business

»  Process

»  Data

= Technology

a  Accessibility

=  Security and Privacy

Establish and miaintain an enterprise perspective.
Data.gov sites will provide a comprehensive view
of the staté enterprise. Present this data as
enterprise data with a common leok and feel and
functionality,

As state data.gov sites evolve and continue te

improve, anticipate the following enhancements

and issuees,

*  New demands for data

& Demand for analytical tools

x  Notification

*  Challenges in data discovery

*  Dataservices that are dynamic, extensible, and
customizable by data consumers

Collaborate with state archivists, state librarians,
data architects, entérprise architects and state GIS
specialists in developing the strategies and plaris
for implementing and sustaining & state data.gov
site,

20. Develop methods and procedures in cooperation
with state agencies for ongoing data identification.
®  Anticipate innovative ideas from agencies and

the public
= Anticipate both structured and unstructured
data )
o Documents
O Images
o Vides
g Audio
*  Develop methods and procedures for
maintaining links
o Detection and repair

21. ldentify methods and procedures for ongoing
performance metrics
*  Access frequency
*  Establish data stewardship roles
o Data stewards will be responsible for
ensuring data guality

22, Determine what data formats will be supported
includihg;
s Comma Separated Value {CSV)
= Extensible Markup Language (XML
*  Keyhole Markup Language (KML)
*  Resource Description Framework {RDF)

23. Monitor the emerging formats ang presentation
approaches related to data and data services.

24. Investlgate innovative business models, sourcing
and private sector services that enable
government transparency.

Next Steps

There are a whole host of questions and issues that will
eventually need 1o be addressed. As government
moves into this new level of transparency and
secondary use of government data, new issues will
emerge, and numersus quastions and fssues will
eventually need to be addressed, Expect surprises,
Currently identified issues include:

*  Preservation and version control.

*  New modes of providing information to the public
fay obsolete traditiona! methods for receiving
and responding to requests for informatioh.

*  The imponance of ‘context”for information. How
much context should be providad?

*  How to validate or verify the accuracy of the
content in sacondary sites? ltwill bean issuein
litigation at some point.
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Dynarnic access to data, Update frequency versus
dynamic links through application program
interfaces. How close to real time shauld be
expected or will be demanded by the public?
Avzilability of data may be the beginning of an
increase in citizen engagement to a level that is
difficult to anticipate, Be prepared for new issues
and challehges 1o state government's capacity to
raspond. Balanting this challenge is the
anticipated increase in citizensability for self
service.

What tools for analyzing data will be requeasted or
even demanded by citizens?

With the proliferation of data, what collisions will
occuras more saphisticated analysis methads
emerge? What new correlations ang multi-vanant
analysis may actually pierce the privacy end
seturity barriers?

Early utilization of state govarnment data may
begin with a reiatively limited market. Anticipate
utilization wilf grow, What capacity sues will
arnerge as utilization grows?

Availability of data will provide the basis for
cemparative analysis across state governments
including demographics, crime statistics,
environmental quality, ecoriomic develogment,
ete. What new behaviors and disciplines will
emerge related to competifion, and fact based
dacision makirg in government and industry?

As government and society mature in thelr use of
data, anticipate riew niseds ang requirements that
will require enhancements to the mefadata sriodel,
vetting process and governance,

Anticipate future demand for dynamic data service
provisioning teols for data presentation, data
analysis, and metadata searching. Increasingly,
data consumers wiil be searching for and
deémanding online data services vercus static,
point-in-time datasets. These types of capabilities
are currently available on geodata.gov.
Understand the real personal impact on citizens
and the economic impact on business that has
come about, or hids been enabied by this new
available govérnment data resource,

Continue to actively engage citizens, non-profits
and business through collaborative means for
ongoing learning, adaptation and transformation
regarding state and even national governiment
data transparency,

Conclusions

Open govarnment and the democratization of data s
here to stay, Over time the demandfor data can be
expectedic increase. State government should
embrace this trend and enable it. The state GG is in
the unique position of viewing these resources at the
enterprise level and craftingan architectyral strategy
and implementation plan to facilitate and enable the
growth in the democratization of datz, State CiO3
should anticipate that ma King currently avallable
datasets more available thfough a convenient single
door i§ 2n important first step. In the near future, the
state (IO cen actas a champion as well a5 2 significare
promoter and visionary for new capabilities for citizens
1% become proactive partitipants inthe processes of
government. This can lead to the identification and
development of value added tools that will assist
citizens, governmernt workers and businesses in the
use of government data. The ultimate oUttome s
better, more engaging govemirient, citizen partnering
and ownérship of their govemwmient, and realfzation of
this great vision:

“~~that this nation, under God, shall Have 2 hew
birth of freedom-—and that goverament of the
peopie, by the peaple, for the people, shall not
perish fram the sarth.”™ Atraham Lincoin

Now technology is making this vision more possible
thanatany time in history. Chtizens will be able to
engage more effectively and 2asity. State government
s at the brink of 2 new era in data demociatization,
This Is a step In the right direction, Get readly, This
adventure i just starting—and the state CI0 isa key
enabler.

Discloimer

NASCIO makes no endorsement, express or implied, of
any products, services, or websites contalned herein,
a0t is NASCIO responsible fof the content or the
activities of any linked wisbsites, Afiy questions should
be directed to the adminisirators of the specific sites to
which this publication provides linke, All critical
information should be ifdependently verified,
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