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BUDGET AND FINANCE COMMITTEE

January 27, 2009
1:00 P. M.

1. Election of Committee Chair

2. Financial Discussions - Koch
* Report of Revenue and Expenditures, November
and December, 2008 (p. 1-18)

3. Internal Audit Reports - Sahli
e The Internal Audit Process  (p. 19)
» Summary of Audit Results — Division of Community
Corrections (p- 20 & 21)
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THE INTERNAL AUDIT PROCESS

The mission of the Office of Internal Audit is to provide independent, objective assurance and
consulting services designed to add value and improve the Urban County Government’s
operations. It helps the local government accomplish its objectives by bringing a systematic,
disciplined appreach to evaluate and improve the effectiveness of risk management, control,
and governance processes.

It is important to understand that internal controls are the responsibility of
management. Each individual Department and Division has the basic responsibility for
establishing, maintaining, and periodically reviewing its internal control systems. The
objectives of the Office of Internal Audit are to assist members of the Urban County
Government in the effective discharge of their responsibilities by furnishing them with
analyses, recommendations, counsel, and information concerning the activities reviewed and

by promoting effective internal control at a reasonable cost. This is achieved via the internal
audit process described below.

Ongce an activity within a Division is selected for an audit, meetings are held with responsible
management to obtain an overview of the activity’s internal controls and to identify any
process cornicerns management may have. The next step is the evaluation of specific
procedures developed by management to provide sufficient internal control over the activity
being audited to ensure it is meeting management’s objectives. This step is followed by
detail testing of transactions to determine the controls are in fact functioning as intended.
From these steps audit findings identifying opportunities for improvement in the control
structure, and in some instances opportunities to improve the operational effectiveness and
efficiency of the activity being audited, are developed. The findings are described in a draft
version of the audit report, along with recommendations for correcting the control
deficiencies, which are then discussed with management in an exit conference. Management
is then given a reasonable amount of time to provide a written response to the findings
describing how the deficiencies are being addressed, which will be included in the final
version of the audit report. The audit report is then issued to the Mayor, the Urban County
Council, the Internal Audit Board, the Senior Advisor for Management, and other senior
management (Commissioner, Director, etc.) with direct authority to correct the deficiencies
and to provide oversight of the correction process. The finalized audit report is then posted
on the Office of Internal Audit web page for public information, generally within one to two
weeks after issuance.

Some findings are quite minor in fnature and are communicated to responsible management
verbally, while others considered more significant are included in the audit report. It should
be noted that findings are a common result of an audit, and do not in and of themselves
indicate carelessness or negligence on the part of management. Deficiencies identified
during an audit can be the result of many factors, some of which may be only partly
controllable by management. In addition, internal audit reports are designed to draw attention
to opportunities for improvement and therefore do not address the areas of satisfactory
performance that may be noted during an audit. Therefore, Council is encouraged to
maintain a balanced perspective regarding the nature and extent of internal audit findings.
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COMMUNITY CORRECTIONS PURCHASE ACTIVITY
SUMMARY OF AUDIT RESULTS

The Office of Internal Audit completed an audit of Division of Community Corrections
(CC) Purchase Activity on January 14, 2009, in response to an LFUCG Senior
Management special request.

The general control objectives for the audit were to determine that:

Purchases made outside the PeopleSoft System were reasonable and appropriate
(this includes the Phone, Prisoner Account Fund (PAF), and Community
Alternative Program {CAP) accounts)

Expenditures were properly approved, tracked for receipt of goods or services,
and assets were properly safeguarded

Purchase of goods or services adhered to bid or other LFUCG purchasing
guidelines

Purchase activity complied with applicable laws, regulations, and SOPs

The following findings were reported to senior management:

Ordinance 196-2004 approved CC Standard Operating Procedures retroactive to
October 26, 2000, which included language stating that use of the Phone Revenue
Account would be at the discretion of the Director of Community Corrections.
(Ordinance 276-2006 superseded 196-2004 but retained the same discretionary
account language for the Phone Account). As a result, Phone Account
expenditures occurring over a period of approximately 8.5 years and exceeding
$2.8 Million were not subject fo standard LFUCG purchasing policies and
procedures, but were approved internally by the Director of Community
Corrections or authorized subordinates and paid via checks written from that
Account.

As of December 31, 2008, the Phone Revenue Account had a balance of
$1,237,524. K is recommended this Account be closed and the revenue included
in LFUCG’s General Fund.

CAP expenditures were not subject to standard LFUCG purchasing policies and
procedures, but were approved internally by authorized CAP personnel and paid
via checks issued from that Account.

As of June 30, 2008, the CAP Account had a balance of $643,048 (this has
increased to $789,152 as of December 31, 2008). It is recommended that CAP be
set up as a Self-Sustaining Fund similar to the Extended School Program (ESP)
Fund, where revenue generated by that program provides the funding for its
personnel, operating, and insurance appropriations.

The LFUCG Division of Computer Services has never conducted a review of the
CC Jail Management System (JMS) configuration, documentation, system
security, data security, penetration testing, change management practices, disaster



recovery capabilities, or any other type of review necessary to ensure JMS’s IT
risks are properly identified and managed.

e The Division of Computer Services should evaluate the business risk associated
with the use of a small local developer to upgrade and maintain the JMS.

e JMS-related expenditures were approved by CC personnel who lacked sufficient
expertise in IT system configuration, data and system security, change
management, and other technical areas requiring specialized IT knowledge.
Computer Services personnel should be responsible for approving JMS (and any
other CC information technology) development and upgrades.

e A file within the CC JMS contained several thousand rows of sensitive inmate
data from the St. Lucie, Florida jail, including full names, social security
numbers, dates of birth, and complete addresses.

s The Director of Community Corrections executed several Memorandums of
Agreement between CC and the IMS developer. The LFUCG Charter specifically
states that the Mayor shall sign all written contracts or obligations of LFUCG.

e CC personnel did not follow the Request for Proposal process when a $120,000
project was awarded to the JMS developer in October 2005.

® No license agreement or maintenance agreement existed between the JMS
developer and LFUCG.,

Management’s responses to the findings indicated appropriate action would be taken to
correct the deficiencies identified.
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